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Stop Research
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with the

supervisory authority
No legal ground 
for processing

Conduct Research

Implement  appropriate
technical and 

organisational measures

Demonstrate compliancy 
with the GDPR

Processing (special categories of) 
personal data of (vulnerable) individuals 

in your research

High risk
processing

Demonstrate compliancy 
with the

privacy principles

Legal ground 
for processing

No processing of personal data 
in your research

Research Design



Proceed - no 
measures 
required for 
safeguarding
privacy.

NO Q3. Is this processing a high risk processing?

Criteria for high risk processing 
(WP29 - DPIA Guideline**):
1. Evaluation or scoring
2. Automated-decision making with legal or similar 

significant effect
3. Systematic monitoring
4. Sensitive data or data of a highly personal nature
5. Data processed on a large scale
6. Matching or combining datasets
7. Data concerning vulnerable data subjects
8. Innovative use or applying new technological or 

organisational solutions
9. When the processing itself prevents data subjects 

from exercising a right or using a service or a 
contract

The Logic of a Privacy Impact Assessment (PIA) for Academic Research 

* Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). Online available at: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN 

** Article 29 Data Protection Working Party: Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679.  
Adopted on 4 April 2017. As last Revised and Adopted on 4 October 2017. Online available at: https://ec.europa.eu/newsroom/document.cfm?doc_id=47711   

Action
Prior consultation 
(GDPR*, Article 36):
1. The Data Protection Officer shall, on behalf of the 

researcher, consult the supervisory authority, prior 
to the processing (the research) when the 
processing would result in a high risk in the absence 
of measures to mitigate the risk.

YES

YES Q2. What is the legal ground for this processing?

Lawfulness of Processing 
(GDPR*, Article 6, 89):
1. The individuals participating in your research have 

freely given their explicit consent for one or more 
specific purposes.

2. Your research contributes to a legitimate interest, 
yet results in no high risks for the individuals 
participating in the research.

3. Your research has  a scientific, historical or 
statistical purpose, yet results in no high risks for 
the individuals participating in the research.

Q1. Do you process (special categories of) personal data 
       of (vulnerable) individuals in your research?

"Personal Data" (GDPR*, Article 4): 
Any information relating to an identified or 
identifiable natural person: a name, an identification 
number, location data, an online identifier, one or 
more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity 
of that natural person.

"Special Categories of Personal Data
(Sensitive Data)" (GDPR, Article 9):  
Data revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, or trade union 
membership, the processing of genetic data, biometric 
data for the purpose of uniquely identifying a natural 
person, data concerning health or data concerning a 
natural person's sex life or sexual orientation. 

YES
NO
Stop research 
or redefine 
research.

Action

Principles relating to processing of personal data 
(GDPR*, Article 5): 
Demonstrate compliancy with the principles: 
lawfulness, fairness, transparency, purpose limitation, data 
minimisation, accuracy, storage limitation, integrity, 
confidentiality and accountability.

Proceed - 
measures 
required 
for safe-
guarding 
privacy.

NO

Action

Data protection by design and by default  
(GDPR*, Article 25): 
Implement appropriate technical and organisational measures:

1. Individual participating in your research (data 
subject). Is the participant well informed, aware of possible 
risks for her/him and aware of the purpose of the research?

2. Data. Is the data de-identified and encrypted?
3. Access Management. How is access managed and 

controlled for the PI / team (expanded) / public?
4. Software / Platform. Are the Terms of Service for used 

software / platform checked (where is the data and who has 
access and has which usage rights)?

5. Devices. Are devices used safe? Encrypted drive, 
encrypted communication, strong password / two factor 
authentication.

6. Partners. Are the research partners / service partners 
trusted and are appropriate legal agreements made, with 
regards to roles, rights and responsibilities?

7. Safe and secure collaboration. Is the ((cross border) 
communication to, in and from the) collaboration platform 
end to end encrypted, are roles and permissions defined and 
implemented, is logging and monitoring implemented?

8. Risk definition and mitigation. Are risks defined and 
mitigated? Is a risk audit procedure started?

Action

Records of processing activities 
(GDPR*, Article 30): 
The university shall maintain a digital record 
of the processing activities in your research to 
demonstrate compliancy to the GDPR. 
This register contains:
1. The name and contact details of the researcher, 

the research partners and service providers;
2. The purposes of the processing;
3. A description of the categories of data subjects 

and of the categories of personal data; 
4. The categories of recipients to whom the 

personal data have been or will be disclosed.
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