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The Logic of a Privacy Impact Assessment (PIA) for Academic Research

QI. Do you process (special categories of) personal data
of (vulnerable) individuals in your research?

YES

Proceed - no
i measures
required for

Q2. What is the legal ground for this processing?

Lawfulness of Processing
(GDPRY¥, Article 6, 89):
|. The individuals participating in your research have

YES

NO

Q3. Is this processing a high risk processing?

Criteria for high risk processing

freely given their explicit consent for one or more (WP29 - DPIA Guideline*%): YES NO
safeguarding specific purposes. Stop research | | = E\alyation or scoring Proceed -
privacy. 2. Your research contributes to a legitimate interest, or rede::ne 2. Automated-decision making with legal or similar measures
"Personal Data” (GDPR*, Article 4): yet r"e'sult's in'no high risks for the individuals research. signiﬁcanF effect. . required
Any information relating to an identified or participating in the resgarch. o 3. Syste.:n"la'uc monitoring _ for safe-
identifiable natural person: a name, an identification 3. Your r.esearch has a SC|ent|ﬁc,.h|stor|.caI or 4. Sensitive data or data of a highly personal nature gu.ardmg
number, location data, an online identifier, one or Stat',sm,:a,l purpose, yet rejsuh.:s in no high risks for 5. Data processed on a large scale privacy.
more factors specific to the physical, physiological, the individuals participating in the research. 6. Matching or c.omblnlng datasets )
genetic, mental, economic, cultural or social identity 7. Data concerning vuIner‘abIe data sub]ects.
of that natural person. ) 8. Innovative use or applying new technological or
Action organisational solutions
"Special Categories of Personal Data Data protection by design and by default 9. When the processing itself prevents data subjects
(Sensitive Data)" (GDPR, Article 9): (GDPR¥, Article 25): from exercising a right or using a service or a
Data revealing racial or ethnic origin, political opinions, | Implement appropriate technical and organisational measures: contract
religious or philosophical beliefs, or trade union
membership, the processing of genetic data, biometric I. Individual participating in your research (data
data for the purpose of uniquely identifying a natural subject). Is the participant well informed, aware of possible Action
person, data concerning health or data concerning a risks for her/him and aware of the purpose of the research? . .
natural person's sex life or sexual orientation. 2. Data. Is the data de-identified and encrypted? Prior consult.atlon
3. Access Management. How is access managed and (GDPR?¥, Article 3_6)=
Action controlled for the Pl / team (expanded) / PUbIlC’ . The Data Protection Officer shall, on behalf of the
4. Software / Platform. Are the Terms of Service for used researcher, con.sult the supervisory authority, prior
Records of processing activities software / platform checked (where is the data and who has to the processing (the re.searc.h) w.hen‘ the
(GDPR¥, Article 30): access and has which usage rights)? processing woulc! result ina .hlgh risk in the absence
The university shall maintain a digital record 5. Devices. Are devices used safe? Encrypted drive, of measures to mitigate the risk.
of the processing activities in your research to encrypted communication, strong password / two factor )
demonstrate compliancy to the GDPR. authentication. Action
This register contains: 6. Partners. Are the research partners / service partners Principles relating to brocessing of bersonal data
I. The name and contact details of the researcher, trusted and are appropriate legal agreements made, with GDPIF;* Articl Sg . P g P
the research partners and service providers; regards to roles, rights and responsibilities? (D > ! el' ): h the principles:
2. The purposes of the processing; 7. Safe and secure collaboration. Is the ((cross border) | VeVTTnStra:e, compliancy with the Pr'nc'Pfsﬂ ion. d
3. A description of the categories of data subjects communication to, in and from the) collaboration platform awltiness, fairness, transParencl)f’ purpose fimitation, data
and of the categories of personal data; end to end encrypted, are roles and permissions defined and mln:ondusat.lolrj, aCCl(.:III"aC)', Storabg.T‘ Imitation, integrity,
4. The categories of recipients to whom the implemented, is logging and monitoring implemented? confidentiality and accountability.
personal data have been or will be disclosed. 8. Risk definition and mitigation.Are risks defined and

mitigated? Is a risk audit procedure started?
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